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REPORTABLE CONDITIONS 



 
 
01-1    Financial Reporting 
 
Employment Security Commission 
 The Comptroller General’s Policies and Procedures Manual (STARS Manual) section 
2.1.7.20 states that agencies with federal subfunds are required to perform monthly 
reconciliations between the State’s Comptroller General (CG) CSA 467CM report (Trial 
Balance by Subfund, Project and GLA) and the agency’s records for each project and phase 
code.  Through our discussion with Employment Security Commission (ESC) personnel, we 
determined that ESC did not perform monthly reconciliations for fiscal year 2001 as required.  
As a result, there is no process in place to detect and identify variances between ESC’s books 
and the CG’s accounting records.  We noted no differences when we performed a 
reconciliation between the ESC’s books and the CG’s accounting records during the course of 
our audit.  A similar comment was included in our prior report. 
 
 We again recommend that ESC prepare monthly reconciliations of agency accounting 
records to the CG reports in a timely manner.  The reconciliations should be documented in 
writing, in an easily understandable format with all supporting working papers maintained for 
audit purposes including the signatures of the preparer and reviewer and the dates of 
preparation and review.  The reconciliation of parallel accounting systems assures that 
transactions are accurately processed by both the agency and the CG, strengthens the internal 
accounting controls for both the agency and the State, and assures proper classification of 
transactions presented in the State’s financial statements. 
 
See agency response at page 8. 
 
 
01-2    Accounts Payable  
 
Employment Security Commission 
 We noted that the Employment Security Commission (ESC) failed to review vouchers 
paid in fiscal month 02 of the fiscal year 2002 when preparing the accounts payable closing 
package.  The GAAP Closing Procedures Manual (GAAP Manual) states that agencies must 
review vouchers paid in fiscal months 01 and 02 of the new fiscal year and invoices the agency 
plans to pay in the new fiscal year for goods/services received prior to June 30.  We reviewed 
fiscal month 02 vouchers and determined that no vouchers had met the requirement to be 
included in the closing package.  We determined that ESC excluded fiscal month 02 because 
the agency was relying on a schedule from the State Comptroller General’s Office (CG) which 
included vouchers for fiscal month 01 only.   
  

We recommend that ESC develop and implement procedures for reviewing subsequent 
year vouchers to ensure that the vouchers are accounted for in accordance with GAAP Manual 
instructions for preparing the accounts payable closing package.  The agency should use 
internally generated data when preparing the closing package and may use external data (e.g. 
the schedule provided by the CG) only after determining the accuracy and completeness of 
that data. 
 
See agency response at page 8. 
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OTHER MATTERS



 
 
01-3    Internet Tax Filing Reconciliation  
 
Department of Revenue 
 The Department of Revenue (DOR) performs a reconciliation to ensure that all credit 
card payments for taxpayers who file returns on the internet are processed on the mainframe.  
A daily reconciliation of all monies received via credit card transactions is also performed.  
However, we found that DOR does not reconcile all internet returns filed (including refund and 
zero tax due filings) to the mainframe.  The lack of a control activity to ensure all internet 
returns received are processed appropriately on the mainframe results in an increased risk that 
financial data from those returns may be processed inaccurately. 
 
 We recommend that appropriate internal control procedures be established for the 
processing of internet filings.  The control activity should ensure that transactions are 
reconciled to the mainframe in such a manner as to ensure completeness, accuracy and 
validity of all processing of Internet-filed returns.  Once a control activity has been identified 
and put into action, specific personnel need to be assigned responsibility for the monitoring of 
the control activity to ensure the control is operating appropriately.  
 
See agency response at page 10. 
 
 
01-4    Physical Access Controls 
 
Department of Revenue 

DOR plans to locate an exercise area directly next to its network equipment room.  All 
Local Area Network equipment is located inside the Network Equipment Room and is 
separated from the Exercise Room by partitions and heavy-duty mesh wire walls.  The wire 
walls for the Network Equipment Room have a secured door that is locked with only key 
access.  Keys are only provided to authorized personnel.  While key locks can provide 
adequate physical security, risks related to unauthorized access increase since keys can be 
copied.  Unsupervised off-hour access to the area that contains the network servers and the 
SQL servers creates a risk of damage to these servers.  

 
We recommend that DOR include a combination locking mechanism for all entrances 

where computer processing hardware is located.  Passwords and keys should be given only to 
authorized information system employees.  Passwords should be changed on a 30-day cycle 
and immediately after employees with access to such areas are terminated. 

 
See agency response at page 11. 
 
 
01-5    Information Security 
 
State Treasurer’s Office 

We determined that programmers at the State Treasurer’s Office (STO) have access to 
JCL, object, source code and key datasets (specifically, the warrant file, contingent checks, 
and Department of Social Services checks).  Programmers also have RACF group special 
authorization that is excessive.  We have identified the following mitigating controls: 

 
• The programming support group for the STO is very small, thereby allowing 

programmer accountability to be maintained.   
 
• Although programmers have access to JCL, they do not have access to the signature 

libraries.  Therefore, they cannot print checks; the job would abend (have an abnormal 
ending).   
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State Treasurer’s Office (Continued) 

• The warrant file (which is a listing of checks and amounts to be paid) is compared to the 
daily cash register.  If amounts do not agree it is a signal that data could have been 
manipulated or lost. 
 
While these mitigating controls minimize the risk inherent in granting unrestricted 

access to programmers, the controls are largely detective and inefficient. 
 

We recommend that the STO take steps to restrict the ability of programming personnel 
to directly alter production program and data files.  Change management procedures should 
be developed that require the migration of program modifications to be approved by 
management, and performed by individuals who are independent of the programming area.  At 
a minimum, all changes to production programs by information system (IS) personnel should 
be documented and reviewed by IS management for reasonableness on a regular basis. 
 

We also recommend that excessive access granted to programmers through RACF 
group special authorization be removed.  Security administration personnel should coordinate 
a periodic review of all user access capabilities within RACF.  
 
See agency response at page 12. 
 
 
01-6    Disaster Recovery/Business Continuity Planning 
 
Office of Information Resources  

In our fiscal year 2000 report we disclosed several weaknesses in the disaster recovery 
plan for the State Budget and Control Board Office of Information Resources (OIR).  OIR has 
since contracted with a private entity for disaster recovery services.  However this disaster 
recovery plan was not tested during fiscal year 2001.  Scheduled testing of coordinated 
business critical department recovery plans should be performed to assure the ability to 
continue normal operations after an information systems interruption.  We reviewed a draft 
copy of OIR’s disaster recovery plan and determined that it was incomplete.  OIR personnel 
told us that the plan could not be completed until the needed information is received from all 
State agencies that run jobs on OIR processors.   

 
We recommend that OIR test the disaster recovery plan to ensure usability.  Results of 

testing will aid in the review and update of the plan.  We also recommend that OIR complete 
the plan and address both technological and manual business processes required for 
successful continuity of critical operations.  Finally, OIR should incorporate all agencies and 
associated computing platforms in its plan.   
 
See agency response at page 13. 
 
 
01-7    Security Policies and Procedures 
 
Department of Health and Environmental Control 

The South Carolina Department of Health and Environmental Control (DHEC) does not 
have formally documented security policies that are updated and communicated to all 
personnel.  An effective written information security policy is important to ensure that 
information system resources are effectively secured according to the degree of related risk.  
Accompanying procedures are also necessary to ensure security controls are implemented 
according to management's objectives, and are applied consistently and effectively. 
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Department of Health and Environmental Control (Continued) 
We recommend that DHEC develop formal information security policies and 

accompanying procedures and communicate the policies to all employees with access to 
computer systems.  In developing the policies, management should: 
 

• Review the types and uses of all system resources and classify them according to 
importance and sensitivity, and 

 
• Provide user education and communication of the security policies. 

 
DHEC should, at a minimum, document and implement security administration 

procedures which: 
 

• Assign responsibility for maintaining and enforcing security administrative 
procedures. 

 
• Define user responsibility for the information used and processed. 

 
• Require written management approval for granting access authorities and ensure 

timely changes to employee access after terminations or transfers. 
 

• Specify password requirements. 
 

• Provide for periodic review of security violations. 
 
See agency response at page 14. 
 
 
01-8    Granting/Removal of Employee Access – AIMS  
 
Department of Health and Environmental Control 

During our review of procedures used for administering employee access to system 
resources, we noted that security administration procedures do not ensure that access 
capabilities are changed as employees leave a department and move into another department 
within DHEC.  Accordingly, unauthorized or unintentional access to computer resources could 
occur.  Currently, there is minimal monitoring when employees change departments, and there 
are no formal procedures for removing unnecessary responsibilities. 
 

We recommend that DHEC implement procedures to ensure that systems access for 
transferred or terminated employees is updated or removed in a timely manner.  Consider 
generating a list of terminated and transferred employees from the Human Resource system 
on a monthly basis and distributing the list to the data base administration manager for access 
updating/removal. 
 
See agency response at page 15. 
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SUMMARY OF PRIOR FINDINGS 
 
 During the current engagement, we reviewed the status of corrective action taken on 
each of the findings in the prior report on compliance and on internal control over financial 
reporting at the general purpose financial statement level, dated December 1, 2000 to 
determine if the conditions still existed.  Based on our audit procedures we determined that 
adequate corrective action had been taken on each of the findings except as follows: 
 
 
 Prior Finding Repeated in 
 
 Accounts Payable 
  Employment Security Commission 01-2 
 
 Financial Reporting 
 Employment Security Commission 01-1 
 
 Internet Tax Filing Reconciliation 
 Department of Revenue 01-3 
 
 Disaster Recovery/Business Continuity Planning 
 Office of Information Resources 01-6 
 
 Security Polices and Procedures 
 Department of Health and Environmental Control  01-7 
 
 Granting/Removal of Employee Access – AIMS 
 Department of Health and Environmental Control 01-8 
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MANAGEMENTS’ RESPONSES 
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